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Cisco Info Center 7.0

Managing network events proactively allows seryioaviders and enterprises to maintain the uptimiefofmation technology (IT) based
services. Because the network infrastructure hasrbe instrumental to the delivery of business sessiresolving IT faults quickly is
essential. The Cis€dnfo Center suite helps improve business effidemicCisco Info Center provides real-time monitgrimanagement,
and event de-duplication, and helps enterprisesandce providers proactively manage their ITasfructures to help ensure the
continuous uptime of business services and apjaitat

Whether your organization is a member of the CRowered Network Program, or you need to suppomlé-wvendor, multi-technology,
heterogeneous environment, Cisco Info Center chmemsure the reliability and performance of yonderlying infrastructure. Cisco Info
Center’s breadth of coverage supports more thaf Li6@ue customer environments including:

e Broadband services

e Security devices, firewalls and intrusion detection

e E-commerce applications

e Service infrastructure

e E-mail services

e Telco voice networks

o Databases

e UNIX and Windows NT systems

o Data centers

» Voice over IP (VolP)

¢ |P networks

¢ Wireless networks and services
OVERVIEW

About Cisco Info Center

Breadth of coverage, rapid deployment, ease ofhigh,scalability, and performance are some ofdlasons large service providers and
enterprises place their trust in Cisco Info Centerollects, consolidates, and correlates events imore than 1000 unique networking
environments in real time, and presents this infdiom in a meaningful, intuitive, visual format administrators can prevent business
processes from being negatively affected by netwodats.

You can monitor the real-time severity of eventetigh color-coded Cisco Info Center Event Listsadidition, with Cisco Info Center
Dashboards, you can customize service views, amageathem with UNIX, Windows NT, and Web-based biegd tools. From
mainframes, UNIX systems, and NT systems to cir@nd voice switches, IP routers, Simple Network &gment Protocol (SNMP)
devices, and management frameworks, Cisco InfoeCémips you effectively manage your business stifuature. Cisco Info Center
intelligently reduces alarms, and helps decreasenimn time to resolution of problems with thedeihg key benefits:

e Quickly resolve problems and improve help-desk atimis—Cisco Info Center enables your operations teamgslittkly isolate
problems, and automatically communicate them tchtip desk. Cisco Info Center integrates fault gan@ent and trouble-ticketing
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systems, such as Clarify, Peregrine, Remedy, aglaieBwith its Cisco Info Center Gateways. It autboadly opens trouble tickets for
faults, enabling help-desk personnel to proactimefynage support operations.

¢ Reduce alarms and improve service availab#iisco Info Center’s scalability enables many custiento routinely process millions
of alarms per day, and through basic correlatiahdsxduplication, achieve a 10x-100x-reduction natdne number of alarms staff
must manage. In addition, using the advanced asaysl automation functions of Cisco Info Centepatt can help determine the
alarms’ effect on affected business services astbaers, helping staff to prioritize resolutionoet.

ROI

Return on Investment from Cisco Info Center

Cisco Info Center’s low training costs and easasaf provide immediate return on investment (ROf-tige-shelf Cisco Info Center
Mediators and Cisco Info Center Service Monitons loa installed quickly—and will immediately beginlecting alarms from a wide
variety of data sources. With quick installatiord aet-up time, Cisco Info Center stores alarms,martbrms basic correlation and de-
duplication, then sends events to Cisco Info Cemter Cisco Info Center Gateways. The Cisco Infot€espplication provides ROl in
three primary areas:

e Higher user productivity-Cisco Info Center reduces interruptions in busimeesluctivity by improving network, application,&n
service uptime.

« Higher service availability-Cisco Info Center helps companies improve serwedability and quality through the real-time arsity
of network and business-related information.

o IT staff productivity—Cisco Info Center improves IT staff productivitgduces the cost of day-to-day operations, and alteaw
initiatives to be implemented more rapidly.

PRODUCT APPLICATIONS

Cisco Info Center Products
The Cisco Info Center family includes the followipgpducts:

¢ Cisco Info Center Info ServefThe cornerstone of the Cisco Info Center suite)nfe Server is a high-speed, in-memory database,
optimized for collecting events and designing fdtand views, which provides the core event praegdanctions for the Cisco Info
Center suite.

¢ Cisco Info Center MediatorsCenter Cisco Info Center Mediators are lightweigipgents that collect fault and availability inforimoat
from APls, databases, devices, log files, and atligties, and push them into the Cisco Info Cemtdo Server for filtering and
viewing. The Cisco Info Center application can ediifault and availability information from moreatih 1000 alarm source types. Using
Generic Mediators, custom rules files, and Unividvadiators—such as SNMP trapd and TL1—Cisco Infot€ecan collect data
from virtually any networked environment based asc@ products and other vendors’ products.

¢ Cisco Info Center Service MonitersCisco Info Center Service Monitors are lightweigpplications that regularly test that network
applications, Internet services applications, airélass services are available for use and aremwjtbrformance thresholds. Cisco
offers several types of service monitors:

o Internet Service Monitots-Validate networking protocols are properly opermgtin
o System Service MonitersHelp assure systems and services are availableerdting
o Application Service Monitots-Confirm applications are operating as expected

o Usage Service MonitorsGenerate “threshold-crossing alerts” (TCAs) wheagesis above desired amounts

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 6



o Data Center Monitors-Analyze mainframe processes for availability andrafions

o Cisco Info Center GatewaysBidirectional interfaces that allow Cisco Info Ceninfo Server data to be shared with other Cisco
Info Center Info Servers, RDBMS archives such aacer Sybase, Informix ODBC, or trouble-ticketirgphcations such as
Remedy AR System, Peregrine Service Center, Cl@tdar-Support

GUI FEATURES

Cisco Info Center Dashboards Products
The Cisco Info Center Dashboards Family includesfoétiowing products and functions:

¢ Cisco Info Center Desktop and Cisco Info Center tfeb-Cisco Info Center Desktop and Cisco Info Center Wjelmake up a suite of
graphical operator tools, running on Web browddistif, or Windows NT. Each provides an intuitiveénface for customizing filters
and service views. The items below describe Cistm Center Desktop and Cisco Info Center Webtoppmments:

o Event Lists—Efficient spreadsheet-like interfaces into Ciscim I8enter Info Server event data that show evesits-coded
according to severity, allowing access to informatiiseful for troubleshooting each event.

= Cisco Info Center Event List Consel®©bject-based screen interface showing the statastefprise-wide services using color-
coded histograms, representing a summary of eeserisy within each service.

o Cisco Info Center Filter BuilderDesktop interface, based on Boolean correlatiofstehich allows operators to associate
collected event data with the availability of buesia services.

= Cisco Info Center View BuilderPoint-and-click desktop utility that allows openatoo design personalized views of events and
services. It supports the customization of servieas and Cisco Info Center Event Lists.

FEATURE HIGHLIGHTS

Cisco Info Center 7.0 Feature Highlights:

¢ Improved Scalability-The Cisco Info Center InfoServer now supports jgéesce of data using disk-based checkpoints ared Toge
7.0 Cisco Info Center InfoServer provides a riadhgslementation of a Structured Query Language (S@teyface for defining and
manipulating relational database objects suchldsgand views providing full online configuratioapabilities. The addition of
procedural SQL in the Cisco Info Center InfoSerelivers significantly more power and ability tdigiently process events.

e Extended SQL syntax & commaneSisco Info Center 7.0 supports an extended rangatatypes extending the processing capability
of the Cisco Info Center InfoServer functions. ®drand unsigned 32 and 64 bit integers have replaeesingle integer field. Real
and Boolean types have been added. New case itigerssiing comparison operators have been add#tketexpression format. New
keywords “ANY” and “ALL” further extend the powerf the sql and procedural language. The new Boddiedia type and logical
operators NOT AND OR and XOR provide the abilityfdom expressions that resolve to TRUE or FALSEe Ténge of functions
within the InfoServer sql has been extended to stppanipulation of the new fields introduced i0.MNew string, date/time, integer,
real, and Boolean functions significantly enhareedapability of the procedural language.

e Enhanced event routing capability at probe lev®lrobes now have the capability to direct an ev@anly table within the Cisco Info
Center InfoServer. This coupled with the abilityntave triggers and run automations on any tabbsvalprocessing of events to be
performed outside of the alerts.status table. Thislead to significantly reduced processing wheoraations run on the default table.

e Cisco Info Center AdministraterCompletely new approach to Cisco Info Center adstiiafion with the Cisco Info Center
Administrator configuration tool. All existing futionality is preserved, but the Administrator adlus interactive capability to make
configuration changes to 7.0 Cisco Info Center $&fvers online leveraging the enhanced capabiptiegided by the 7.0 database.
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The configuration GUI also provides an sql toolguping the full sgl syntax for the new Cisco Ir@enter InfoServer. The command
line sql tool is preserved, modified to support filmectionality of the new database.

« Cisco Info Center Administrator — Visual RACisco Info Center Administrator provides an optioriaual representation of the
processes running in the Cisco Info Center 7.Cegy#nown as ‘Visual PA'. This is a graphical frantd to the Cisco Info Center
Process Control system. Visual PA provides the athtnator with a clear view of the system processebtheir status.

o Configure InfoServers on-the-fiyNew System tables maintained by the Cisco Info &enfoServer have been introduced. These
tables are maintained by the Cisco Info CenterSefeer and contain metadata about InfoServer ahjébe system tables can be
viewed using the SELECT and DESCRIBE commands taiolinformation about the database structure. Mstes tables and
columns may be added, altered and dropped onlime tihe interactive configuration tool and from tmenmand line tool. The Cisco
Info Center InfoServer manages modifications tosdystem tables that may be required as a resaliariges to the user tables.

+ Remote desktop configuration file retrievalhe capability has been added to allow the rettiefza configuration file from a remote
URL (HTTP or FTP). This significantly simplifieseloperation of a distributed Cisco Info CentereystAdditionally the desktops
have been enhanced to provide access to the “Tdpridtionality delivered in v3.6. This allows forcantrolled reduction in the
information presented to the user, aiding rapidt fdiagnosis.

e Load balancing on Desktop ConnectiearSonnection balancing has been added to the DuskBdesktop. This allows the
administrator to define a set of Display Serveraihich Desktops can be connected. The systemiwaii ensure a balancing of the
Desktops against those servers assisting in th@mabysage of the computing capabilities.

SPECIFICATIONS

System Specs
For current Solaris-based network management ptdagudware requirements, refer to the Sun Ciscan@ptd Platform
Recommendations Table for hardware and part numiperidering information.

Version Number: Cisco Info Center 7.0

Minimum Memory Required: Minimum 256MB. Actual dependent on configuratidypical 1GB
Disk Space Required: Solaris 200 MB, Windows NT/2000 70 MB (Desktopynl

Package Distribution: CD-ROM and FTP download

24-Hour Support: Call Cisco Technical Assistance Center (TAC)

Platform Support

Platform Requirements
Sun Microsystems Sparc-based platforms:

e Solaris 8

e Solaris 9

Microsoft Corp. server platforms:

o Windows 2000 Professional (Desktop only)
e Windows XP (Desktop only)
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SUMMARY

The Cisco Info Center suite of products offersraegrated solution for end-to-end fault manageraedtservice-level assurance, which
allows your business to maintain and improve thaityuof network services, retain customers, angtain a competitive advantage. With
an attractive entry point and distributed architeetenabling Cisco Info Center to scale to acconateeny size network, Cisco Info
Center is positioned for Fortune 2000 corporatiamd service providers that want a fully integragetiition for helping to ensure that
their network, network-based services, and busiasssperating at maximum productivity without ieasing the cost of day-to-day
operations.

FOR FURTHER INFORMATION

For information about Cisco Info Center, vigittp://www.cisco.com/en/US/products/sw/netmgtswiihdex.html
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